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When to Bypass HIPAA
Without Patient Consent

SYSTEM: LEGAL-ETHICAL / PSYCH

DOMAIN: SAFE, EFFECTIVE

CARE ENVIRONMENT

DIFFICULTY: ★★★★☆

Confidentiality is the default — but it is not absolute. Specific federal & state laws require

or permit disclosure of PHI without patient consent when life, public safety, or legal duty

overrides privacy.

1 Definition & Overview 📋

HIPAA Privacy Rule (45 CFR §164) protects Protected Health Information (PHI) — generally requiring patient authorization

before disclosure.

▸

Exceptions exist when disclosure is legally required, ethically mandated, or necessary to prevent serious harm — these

override consent.

▸

Always apply the "Minimum Necessary" standard — disclose only the smallest amount of PHI required to meet the purpose.▸

State laws may be stricter than HIPAA → follow whichever law gives MORE protection to the patient.▸

2 Legal Framework — How the Exception Works ⚖️

Landmark case → Tarasoff v. Regents of UC (1976): established the "duty to protect/warn" — clinicians must take reasonable steps (warn

the victim, notify police, hospitalize) when a patient makes a credible threat against an identifiable third party.

STEP 1

Patient discloses

information OR clinical

situation arises

STEP 2

Nurse identifies a

mandated or permitted

exception

STEP 3

Apply "Minimum

Necessary" standard

STEP 4

Notify provider, follow

chain of command &

facility policy

STEP 5

Report to proper agency

& document objectively
→ → → →
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3 When You CAN / MUST Disclose 🚨

MUST DISCLOSE — MANDATORY MAY DISCLOSE — PERMITTED

Suspected child abuse or neglect → CPS🚨

Suspected elder abuse → Adult Protective Services🚨

Vulnerable / dependent adult abuse🚨

Tarasoff — imminent threat to identifiable victim →

warn victim + police

🚨

Imminent risk of suicide / self-harm → can break

confidentiality to ensure safety

🚨

Reportable communicable diseases (TB, HIV, STIs,

measles) → Public Health

▸

Gunshot & stab wounds (state-dependent) → Law

enforcement

▸

Valid court order or subpoena▸

Suspected impaired healthcare provider (varies by

state Board of Nursing)

▸

Emergencies when patient cannot consent

(unconscious, incapacitated)

▸

Coroner / medical examiner for death investigation▸

Organ & tissue donation▸

Workers' compensation claims▸

Law enforcement — locating suspect, missing person,

victim of crime (limited)

▸

Public health surveillance & disease tracking▸

TPO: Treatment, Payment, Operations (within

healthcare team)

▸

Health oversight activities (audits, inspections)▸

Research with IRB approval & de-identified data▸

4 Priority Nursing Interventions 🩺

PRIORITY ORDER → SAFETY · ASSESS · NOTIFY · REPORT · DOCUMENT

ASSESS

Threat credibility — is it specific? Is there a plan, means, and

identifiable target?

PROTECT

Implement safety measures: 1:1 observation, suicide

precautions, involuntary hold if criteria met.

NOTIFY

Inform provider, charge nurse, and supervisor immediately.

Follow chain of command.

WARN

If Tarasoff applies → warn identified victim AND notify law

enforcement (per state law).

REPORT

Contact the correct agency: CPS, APS, Public Health, or Board

of Nursing — within mandated timeframe.

LIMIT

Disclose only the minimum necessary information to fulfill the

legal/safety duty.

DOCUMENT

Verbatim statements (quotation marks), date, time, who was

notified, and clinical reasoning.

DO NOT

Disclose to family, employers, or media without consent — even

when concerned. They are NOT exceptions.
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5 Documentation Requirements & Legal Protections 📑

Required documentation elements HIPAA penalty tiers (per violation)

Tier 1 — Unaware $137 – $68K

Tier 2 — Reasonable cause $1,379 – $68K

Tier 3 — Willful neglect (corrected) $13,785 – $68K

Tier 4 — Willful neglect (not corrected) $68K – $2.07M

Criminal — knowing violation up to 10 yrs prison

Patient's exact words in quotation marks▸

Date, time, & location of disclosure▸

Identified target (if Tarasoff)▸

Threat assessment (means, plan, intent)▸

Who was notified (name, title, time)▸

Agency reported to + case/report #▸

What information was disclosed & to whom▸

Nursing actions taken & patient response▸

Clinical justification citing exception▸

✅  Good-faith protection: Nurses reporting suspected abuse or

imminent danger in good faith are immune from civil/criminal

liability.

6 NCLEX Test Traps ⚠️ 🪤

Spouse or family asks about adult patient's diagnosis →
"They're family, so I can tell them."

→
Adult patient must give consent. Family relationship is NOT a

HIPAA exception.

Patient says "I want to die" → "I must immediately warn

everyone they know."
→

Suicidal ideation = safety/hold actions. Tarasoff applies to

threats against others.

Vague threat: "Sometimes I think about hurting people" → call

police now.
→

Tarasoff requires credible, imminent threat to an identifiable

victim — assess specificity first.

Adult patient discloses past childhood abuse from years ago →
mandatory CPS report.

→
Report only if a child is currently at risk. Past abuse of an

adult is not mandatorily reportable.

Police arrive on the unit asking for a patient's info → hand over

the chart.
→

Verify valid warrant/court order & disclose only the minimum

necessary.

Discussing a patient in elevator/cafeteria with another nurse on

the team → "It's just team communication."
→

Incidental disclosure in public = violation. TPO requires

private setting & need-to-know basis.
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7 Patient Education 🗣️

State limits to confidentiality up front

Inform the patient at admission of the limits to confidentiality

— especially in psych: threats to self or others, abuse, and

court orders will be reported.

Provide Notice of Privacy Practices

Patient must receive and sign acknowledgment of the facility's

Notice of Privacy Practices describing how their PHI is used

and disclosed.

Explain patient rights

Patients can access & copy their records, request

amendments, request restrictions, and receive an accounting

of disclosures.

Discuss release of information

Patient may sign a written release naming who can receive PHI.

They can revoke it in writing at any time.

Clarify "no information" status

Inpatients may request "no information" status — staff will not

confirm presence in the facility, even to family.

Discuss mental health stigma

Reassure that records are extra-protected: psychotherapy

notes require separate, specific authorization beyond general

HIPAA release.

8 Memory Boosters & Mnemonics 🧠

"WARN" — Mandatory Disclosure Triggers

W Wounds — gunshot, stabbing, suspicious injury

A Abuse — child, elder, dependent adult

R Reportable diseases — TB, HIV, STIs, measles

N Notify victim — Tarasoff / duty to protect

"DUTY" — Tarasoff Steps

D Determine credibility — plan, means, intent

U Understand the target — identifiable victim

T Tell the intended victim directly

Y Yield report to law enforcement

"C.H.I.L.D." — Quick Recall of Exceptions

C Child / vulnerable abuse

H Harm imminent (self or others)

I Infectious reportable diseases

L Law — court order, subpoena, warrant

D Death — coroner, organ donation

Pattern Recognition Tips

✓ If the answer choice says "family" → almost never

correct without consent.

✓ If a threat is vague or hypothetical → assess before

reporting.

✓ If a threat is specific + imminent + identifiable →
Tarasoff.

✓ "Minimum necessary" is almost always the right phrase.
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